Key Rules
a)
The email field must be unique. This prevents duplicate client records for the same person.
b)
The id field should be used internally for database relationships. It should not be exposed publicly as the main way to identify clients.
c)
The is_active field allows you to disable a client’s access without deleting their record.

1
clients Table
Table Purpose
The clients table stores basic information about each client who has completed files available for download.
Each client should only appear once in this table, even if they place multiple orders over time. For example, if the same client first orders a resume and later comes back for a resume update, the same client record should be reused and a new order should be created under that client.
This table is the main identity table for clients. Other tables, such as orders, order_files, access_tokens, and download_logs, are linked back to this table using the client_id.

Column Description
Column
Description
id
The unique internal ID for each client. This is the primary key of the table. It is automatically generated by the database.
full_name
The client’s full name. This field is optional because some records may initially be created using only an email address.
email
The client’s email address. This is required and must be unique because it is used to identify the client when they request access to their files.
phone
The client’s phone number. This is optional but useful for internal reference, especially because many orders are handled through WhatsApp.
is_active
Controls whether the client account is active. A value of 1 means the client is active. A value of 0 means the client has been disabled or blocked from accessing files.
created_at
The date and time when the client record was created.
updated_at
The date and time when the client record was last updated. This updates automatically when the record changes.

System Purpose
This database supports a secure client file download system for a resume and cover letter design business.
The website is not primarily used to manage the full order process. Orders are mostly handled through WhatsApp, email, and direct communication with clients. The website database exists mainly to allow clients to securely re-download their completed files if they lose access to the original email or WhatsApp message.
The system stores client records, completed file groups, uploaded files, secure access tokens, and download history. Actual PDF and DOCX files should not be stored directly inside the database. Instead, the files should be stored in a protected folder outside public_html, while the database stores the file details, ownership, and location reference.
The main security goal is to prevent public access to client documents. Clients should only access their files after verifying ownership through a secure email-based login link or similar authentication method.
1. clients
2. admin_users
3. orders
4. order_files
5. access_tokens
6. download_logs











































Practical use case
When a client enters their email address on the website, the system checks the clients table to see whether that email exists.
However, for security reasons, the website should not openly say:
This email exists.
or:
This email does not exist.
Instead, the message should be neutral:
If this email exists in our system, we have sent a secure access link.
This prevents people from testing random email addresses to see who your clients are.

Example Record
id
full_name
email
phone
Is_active
1
Thabo Mokoena
thabo@example.com
07123456789
1
This means Thabo Mokoena is an active client and can be linked to one or more completed file orders.

Relationship With Other Tables
The clients table is linked to several other tables:
a)
clients.id → orders.client_id
b)
clients.id → order_files.client_id
c)
clients.id → access_tokens.client_id
d)
clients.id → download_logs.client_id
This means one client can have:
a)
Many orders
b)
Many files
c)
Many access token
d)
Many download logs


2
admin_users Table
Table Purpose
The admin_users table stores the internal users who can log into the admin dashboard.
These are not clients. These are people from your business who manage client records, create completed file entries, upload PDF and DOCX files, and possibly view download activity.
This table is separate from the clients table because admin users and clients have completely different roles and permissions.

Column Description
Column
Description
id
The unique internal ID for each admin user. This is the primary key of the table.
full_name
The full name of the admin user or staff member.
email
The admin user’s login email address. This must be unique.
password_hash
The securely hashed password for the admin user. The actual password must never be stored in plain text.
role
Defines the admin user’s permission level. Possible values are super_admin, admin, and staff.
is_active
Controls whether the admin account is active. A value of 1 means the user can log in. A value of 0 means the account is disabled.
last_login_at
Stores the last date and time the admin user logged in. This is useful for security tracking.
created_at
The date and time when the admin user account was created.
updated_at
The date and time when the admin user account was last updated.



Key Rules
Admin passwords must never be stored as plain text.
Bad
password123
Good
$2y$10$EixZaYVK1fsbw1ZfbX3OXe...
In PHP, passwords should be created using:
password_hash($password, PASSWORD_DEFAULT);
And checked using:
password_verify($password, $storedHash);

a)
The email field must be unique because it is used for admin login.
b)
The is_active field allows you to disable an admin account without deleting it.

Role Descriptions
Role
Meaning
super_admin
Highest-level user. Can manage other admins, clients, orders, files, and system settings.
admin
Standard admin user. Can manage clients, orders, and uploaded files.
staff
Limited user. Usually allowed to upload or manage files but should not manage admin accounts or system settings.
You do not need to build all role restrictions immediately, but the database is ready for it.


Relationship With Other Tables
The admin_users table is linked to the order_files table through the uploaded_by column.
a)
admin_users.id → order_files.uploaded_by
This means the system can track which admin uploaded a specific client file.
One admin user can upload many files.
admin_users
   ↓
order_files
If an admin account is deleted, the uploaded files should not be deleted. Instead, the uploaded_by field becomes NULL. This keeps the client files safe while removing the link to that deleted admin user.



How These Two Tables Work Together
a)
The clients table stores people who receive resume or cover letter files.
b)
The admin_users table stores people who manage and upload those files.
c)
They are intentionally separated because a client should never have admin permissions, and an admin user should not be treated as a client unless they also place an order
Basic Relationship
Admin user uploads files for a client.
admin_users
   ↓
order_files
   ↑
clients
The admin user is responsible for managing the file record, while the client owns the file.

Summary
Clients used for:
a)
Client identity
b)
Client email verification
c)
Linking clients to completed orders
d)
Linking clients to downloadable files
e)
Tracking client download history
Admin used for:
a)
Admin login
b)
Admin access control
c)
Tracking who uploaded files
d)
Managing internal dashboard users
e)
Separating staff access from client access

Example Record
id
full_name
email
role
Is_active
1
Matsobane Manamela
admin@example.com
super_admin
1
This means the admin user is active and has the highest permission level.




order_reference
This is a unique reference for the order.
Example
CV-2026-0001
CV-2026-0002
SC-2026-1001
I recommend not using only the database id as the visible reference. A proper reference number looks more professional and gives you flexibility if you later change systems.

Example
client_id
order_reference
package_type
1
CV-2026-0001
resume_only
1
CV-2026-0002
resume_and_cover_lette
Both orders belong to the same client, but they are separate completed file groups.

Key Column Details
client_id
This is a foreign key that connects the order to a client.
clients.id → orders.client_id
This means one client can have many orders.

2
orders Table
Table Purpose
The orders table groups completed files under one client request.
In your case, this table is not meant to manage the full order process because most of your order communication happens through WhatsApp, email, and direct client communication.
Instead, this table is used as a completed file grouping table.
For example, one client may order a resume today and later return after a few months for an updated resume and cover letter. Both requests belong to the same client, but they should be separated into different order records.
The orders table makes that possible.

Column Description
Column
Description
id
The unique internal ID for each order or completed file group. This is the primary key.
client_id
The ID of the client who owns this order. This links the order to the clients table.
order_reference
A unique reference number for the completed order or file group. This can be shown internally or to the client.
package_type
Defines what type of package the client received. Current values are resume_only and resume_and_cover_letter.
title
Optional short title for the order. This can help admins identify the file group more easily.
is_available
Controls whether the client can access files under this order. A value of 1 means files are available. A value of 0 means files are disabled from client access.
completed_at
The date and time when the order/files were completed.
created_at
The date and time when the order record was created in the database.
updated_at
The date and time when the order record was last updated.


title
This is optional, but useful.
Example title
a)
Graduate Resume Package
b)
Professional Resume Update
c)
Admin Assistant Application Package
d)
Dubai Hospitality CV Package
This helps you identify the order from the admin dashboard without opening every file.
This column is not required for the system to work, but it improves admin usability.

title
This is optional, but useful.
Example title
a)
Graduate Resume Package
b)
Professional Resume Update
c)
Admin Assistant Application Package
d)
Dubai Hospitality CV Package
This helps you identify the order from the admin dashboard without opening every file.
This column is not required for the system to work, but it improves admin usability.

package_type
This defines what the client purchased or received.
resume_only
The client only received a resume. Usually this order should have 2 files: resume DOCX and resume PDF.
resume_and_cover_letter
The client received a resume, cover letter, and combined document. Usually this order should have 6 files
For your current business model, these two package types are enough.
Do not add services you are not currently offering. It makes the database look bigger than it needs to be and creates confusion later.

Good Example
SC-2026-0001
CV-2026-0001
STC-2026-0001
Weak Example
1
The database ID is fine internally, but it should not be your main client-facing reference.


